
f 



United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 22313-1450 
www.uspto.gov 



APPLICATION NO. 


FILING DATE 


FIRST NAMED INVENTOR 


ATTORNEY DOCKET NO. 


CONFIRMATION NO. 


10/509,286 


09/23/2004 


Wolfgang Keil 


2002P05160WOUS 


3698 



7590 10/03/2007 

Siemens Corporation 
Intellectual Property Department 
170 Wood Avenue Soudi 
Iselin,NJ 08830 



EXAMINER 



LI, GUANO W 



ART UNIT 



2146 



PAPER NUMBER 



MAIL DATE 



DELIVERY MODE 



10/03/2007 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding* 

The time period for reply, if any, is set in the attached communication. 



PTOL-90A (Rev. 04/07) 



A? a/ 



} * 
J' 

OfflcB Action Summary 


Application No. 

10/509.286 


Applicant(s) 

KEIL, WOLFGANG 


Examiner 
Guang U 


Art Unit 
2146 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 



Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 2 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. . 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply Is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)^ Responsive to communication(s) filed on 20 July 2007 , 
2a)K This action is FINAL. 2b)D This action is non-final. 

3) n Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11. 453 O.G. 213. 

Disposition of Claims 

4) 13 Claim(s) 20-35 and 38-41 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) \3 Claim(s) is/are allowed. 

6) 13 Claim(s) 20-35 and 38-41 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) n Claim(s) are subject toVestriction and/or election requirement. 

Application Papers 

9) n The specification is objected to by the Examiner. 

10) 0 The drawing(s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 11 9 

12) ^ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)IEI All b)n Some * 0)0 None of: 

1 Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) S Notice of References Cited (PTO-892) 

2) n Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) □ Information Disclosure Statement(s) (PTO/SB/08) 

Paper No(s)/Mail Date . 



4) ED Interview Summary (PTO-413) 

Paper No(s)/Mail Date. . 

5) EH Notice of Infomial Patent Application 

6) □ Other: . 



U.S. Patent and Trademark OfHce 

PTOL-326 (Rev. 08-06) 



Office Action Summary 



Part of Paper No./Mail Date 20070919 



Application/Control Number: 10/509,286 Page 2 

Art Unit: 2146 

DETAILED ACTION 

1 . It is hereby acknowledged that the following papers have been received and 
placed of record in the file: Amendment date 07/20/2007. 

2. Claims 20-35 and 38-41 are presented for examination. 

Claim Rejections - 35 USC §112 

3. \ The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or nfiore claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claim 20 is rejected under 35 U.S.C. 112, second paragraph, as being Indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Claim 20 recites the limitation "which logical address could be 
used by the first AAA server". It is vague and indefinite because it is unclear whether the 
limitations following the phrase are part of the claimed invention. 

5. Claim 21 recites the limitation "the product of the maximum rate" in line 2. There 
is insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the Invention was described In (1) an application for patent, published under section 122(b), by 
another filed in the United States before the Invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
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only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

7. Claims 20-23 and 34-35 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Salama et al. (US 7,197.549). 

8. Regarding claim 20, Salama teaches a method for updating information in an 
AAA (authentication, Authorization, Accounting) server system (AAA server Fig.4 item 
405), comprising: 

regularly sending an updating message by a first AAA server (Edge router that 
manage the local IP address pools and interface with global IP address see Fig. 3 item 
300) of the AAA server system to all the other AAA servers of the AAA server system, 
wherein the updating message comprises information about changes, which have taken 
place since a previous updating message, of a status of subsets of an address pool 
which are assigned to the first AAA server (Whenever an edge router assigns an IP 
address to a remote user, it must insert a route to that user in a routing table designated 
for the remote domain. This update must be propagated to corresponding routing tables 
in each edge router in the network see col.2 lines 35-40); 

estimating a number of logical address issuable by the first AAA server in time 
period between the updating message to be sent and a next-following updating 
message, in the first AAA sever, before the updating message is sent (local IP address 
monitor 840 monitors local IP address pool utilization and attempts to modify the size or 
number of subnets allocated to a local IP address pool based upon IP address 
utilization see col. 8 lines 64-67); 
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determining further subsets of the address pool, to the first AAA sever (each pool 
of IP addresses is divided into per-remote domain local IP address pools on each edge 
router that is configured to accept PPP sessions from remote users of the remote 
domain. At 1 10, a determination is made regarding whether an IP address from a 
remote user has been received see col.2 lines 45-53), wherein the further subsets are 
determined according to the estimation (Local IP address pool: increase/decrease 
increment size see col.9 lines 21-31; Fig.9 item 925); and 

including determined further subsets in the updating message in order to inform 
the other AAA servers which logical address could be used by the first AAA server 
between a next time period (a Network Access Server (NAS) is configured so as to 
implement DHCP-like functionality with IP address pools so as to dynamically allocate 
IP addresses. The NAS distributes IP addresses to users (end-users of the Telco or 
ISP) when the users log-in. The NAS also revokes IP addresses when the users log- 
out, making those IP addresses available to other users see col.2 lines 10-19). 
9. Regarding claim 21 , Salama teaches the method in accordance with claim 20, 
wherein the estimation is made by forming the product of the maximum rate at which 
AAA server can process requests for the issues of the logical address and the time 
period between the updating message which is about to be sent and the next following 
update message (An apparatus for on-demand management of Internet Protocol (IP) 
address pools includes an allocator to allocate an unused IP address from a local IP 
address pool designated for a remote domain if a request to connect to the remote 
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domain is received and a deallocator to deallocate an IP address back to the local IP 
address pool if the IP address is unused see col.4 lines 15-24). 

10. Regarding claim(s) 22 and 23, Salama teaches checking by the first AAA server 
whether the address pool, which will be issued according to the estimate are available 
(Each pool is divided into subnets and these subnets are assigned to edge routers 
when requested see col.6 lines 29-33); and if the result of the checking by the first AAA 
server is negative (If the received subset size is not less than the requested subnet size, 
at 1445 a determination is made regarding whether the received subnet size is greater 
than the requested subnet size see col. 10 lines 49""67; Fig. 13 and 14), assigning a 
subset of address pool assigned to another AAA server to the first AAA server 
(Whenever an edge router assigns an IP address to a remote user, it must insert a route 
to that user in a routing table designated for the remote domain. This update must be 
propagated to corresponding routing tables in each edge router in the network and 
maintaining routing information for each IP address is expensive with respect to network 
bandwidth consumption because each time an address is added or removed, the event 
must be broadcast so that other network entities know which edge router is handing the 
address see col. 2 lines 33-40; coL2 line 61-65). 

1 1 . Regarding claims 34-35, Salama teaches wherein the TCP/IP protocol, the 
RADIUS protocol or the DIAMETER protocol is used as the transport protocol for the 
communication of updating messages (The RADIUS (Remote Authentication Dial In 
User Service) protocol is typically used to authenticate a user and to associate the user 
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with a remote domain and associated routing table. Like DHCP, RADIUS can also be 
used to assign an IP address to a remote user see col.2 lines 4-8). 

Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

13. Claims 24-33, and 38-41 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Salama et al. (US 7,197,549) in view of Gutman et al. (US 
6.298.383). 

14. Regarding 24 and 25, Salama teaches a method for updating infonnation in an 
AAA (authentication. Authorization, Accounting) server system (Fig.4 item 405), 
comprising: regularly sending an updating message by a first AAA server (Edge router 
see Fig. 3 item 300) of the AAA server system to all the other AAA servers of the AAA 
server system, estimating a number of logical address issuable by the first AAA server 
in time period between the updating message to be sent and a next-following updating 
message, in the first AAA sever, before the updating message is sent (see col. 8 lines 
64-67); determining further subsets of the address pool, to the first AAA sever (see col.2 
lines 45-53), wherein the further subsets are determined according to the estimation ( 
Fig. 9 item 925); and including determined further subsets in the updating message in 
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order to inform the other AAA servers which logical address could be used by the first 
AAA server between a next time period (see col.2 lines 10-19). Salama further teaches 
wherein the estimation is made by forming the product of the maximum rate at which 
AAA server can process requests for the issues of the logical address and the time 
period between the updating message which is about to be sent and the next following 
update message (see col.4 lines 15-24). 

Salama does not explicitly disclose AAA server wherein the event of the failure of 
the first AAA server, the subsets of the address pool which are assigned to the first AAA 
server are assigned to a second AAA server. 

Gutman teaches wherein the event of the failure of the first AAA server, the 
subsets of the address pool which are assigned to the first AAA server are assigned to 
a second AAA server (The system services may also be distributed over two or more 
servers to provide improved performance and redundancy see col. 7 lines 6-16). 
Gutman further provides the advantage of a single database maintained central hosts 
both proxy service data and authentication, authorization and accounting data. 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Salama and Gutman before them at the time the invention was made to 
modify the AAA server system of Salama to include assigned to the first AAA server are 
assigned to a second AAA server as taught by Gutman. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to provide redundancy services to the AAA system incase of failure 
events in view of Gutman. 
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15. Regarding claim 26, Salama together with Gutman taught AAA server system 
according to claim 24, as described above. Salama further teaches the method in 
accordance with claim 24, wherein the second AAA server is determined according to a 
priority list of AAA servers (Global IP Address Pool Manager keep lists of Edge router 
(Provide local IP address pool to the subset) see Fig. 3 Item 300 and 305). 

16. Regarding claims 27 and 28, Salama teaches AAA (authentication, Authorization, 
Accounting) server system (Fig.4 item 405), comprising: regularly sending an updating 
message by a first AAA server (Edge router see Fig. 3 item 300) of the AAA server 
system to all the other AAA servers of the AAA server system, estimating a number of 
logical address issuable by the first AAA server in time period between the updating 
message to be sent and a next-following updating message, in the first AAA sever, 
before the updating message is sent (see col.8 lines 64-67); determining further subsets 
of the address pool, to the first AAA sever (see col.2 lines 45-53), wherein the further 
subsets are determined according to the estimation ( Fig. 9 item 925); and including 
determined further subsets in the updating message in order to inform the other AAA 
servers which logical address could be used by the first AAA sierver between a next 
time period (see col.2 lines 10-19). Salama further teaches where the further subsets of 
address pool will not be used for issuing of logical address, at least for a period time 
(client chooses and accepts one offer, and the chosen DHCP server sends an 
acknowledgement with the offered IP address having an associated "lease" time (and 
any other configuration parameters the client might have requested). During the lifetime 
of the lease, the client will repeatedly ask the server to renew. If the client chooses not 
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to renew or if the client machine is shut down, the lease eventually expires. Once the 
lease expires, the IP address can be "recycled" and given to another machine see coLI 
lines 61-67 and col. 2 lines 1-3). 

Salama does not explicitly disclose wherein the subsets of the address pool 
which are assigned to the first AAA server are assigned to a second AAA server. 

Gutman teaches wherein the event of the failure of the first AAA server, the 
subsets of the address pool which are assigned to the first AAA server are assigned to 
a second AAA server (The system services may also be distributed over two or more 
servers to provide improved performance and redundancy see col. 7 lines 6-16). 
Gutman further provides the advantage of a single database maintained central hosts 
both proxy service data and authentication, authorization and accounting data. 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Salama and Gutman before them at the time the invention was made to 
modify the AAA server system of Salama to include assigned to the first AAA server are 
assigned to a second AAA server as taught by Gutman. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to provide redundancy services to the AAA system incase of failure 
events in view of Gutman. 

17. Regarding claim 29, Salama together with Gutman taught AAA server system 
according to claim 27, as described above. Salama further teaches wherein the length 
of the time period is determined using a maximum permissible connection time (Lease 
time "client chooses and accepts one offer, and the chosen DHCP server sends an 
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acknowledgement with the offered IP address having an associated "lease" time (and 
any other configuration parameters the client might have requested). During the lifetime 
of the lease, the client will repeatedly ask the server to renew. If the client chooses not 
to renew or if the client machine is shut down, the lease eventually expires. Once the 
lease expires, the IP address can be "recycled" and given to another machine" see col.1 
lines 61-67 and col. 2 lines 1-3). 

18. Regarding claims 30, Salama together with Gutman taught AAA server system 
according to claim 20, as described above. Salama further teaches rebooting a second 
AAA server; transmitting a multicast message to all the other AAA servers of the AAA 
server system by the second AAA server (maintaining routing information for each IP 
address is expensive with respect to network bandwidth consumption because each 
time an address is added or removed, the event must be broadcast so that other 
network entities know which edge router is handing the address see col,2 line 61-65), 
wherein the multicast message requests the dispatch of updating messages and the 
assignment of subset of the address pool to the first AAA server (Whenever an edge 
router assigns an IP address to a remote user, it must insert a route to that user in a 
routing table designated for the remote domain. This update must be propagated to 
corresponding routing tables in each edge router in the network see col.2 lines 35-40). 

19. Regarding claims 31-33, they are rejected for the same reason as claim 30 as 
set forth hereinabove. 

20. Regarding claim 38, Salama teaches an AAA (Authentication, Authorization, 
Accounting) server system comprising 
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a pool of logical addresses (Global/Local IP address pool see abstract; Fig. 3 item 
360 and 380), 

a plurality of disjoint subsets of the address pool (Each pool of IP address is 
divided into per-remote domain local IP address pools on each edge router that 
configure to accept PPP sessions from remote users of the remote domain see col.2 
lines 44-48), wherein 

each of the disjoint subsets is assigned to exactly one AAA server (Each edge 
router includes at least one local IP address pool designated for a remote domain see 
coL3 lines 3-16), and wherein 

the logical addresses of each of the subsets are assigned to a terminal device 
only by the extract one AAA server (terminal device as NAS access "The request 
includes a remote domain ID, a NAS port and a requested subnet size" see coL7 lines 
43-50; Fig.5). 

Salama does not explicitly disclose at least three AAA servers for administrating . 
the pool of logical address such that each of the servers provides redundancy to each 
others. 

Gutman teaches at least three AAA servers for administrating the pool of logical 
address such that each of the servers provides redundancy to each others (The system 
services may also be distributed over two or more servers to provide improved 
performance and redundancy see col. 7 lines 6-16). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Salama and Gutman before them at the time the invention was made to 
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modify the AAA server system of Salama to include at least three AAA servers for 
administrating the pool of logical address such that each of the servers provides 
redundancy to each other as taught by Gutman. 

One of ordinary skill in the art would have been motivated to make this 
modification in order to provide redundancy services to each other incase of failure 
events in view of Gutman. 

21 . Regarding claims 39, Salama together with Gutman taught AAA server system 
according to claim 38, as described above. Salama further teaches wherein a portion of 
the disjoint subset assigned to one of the AAA servers is reassigned to a different AAA 
server (a Network Access Server (NAS) is configured so as to implement DHCP-like 
functionality with IP address pools so as to dynamically allocate IP addresses. The NAS 
distributes IP addresses to users (end-users of the Telco or ISP) when the users log-in. 
The NAS also revokes IP addresses when the users log-out, making those IP 
addresses available to other users see col.2 lines 10-19). 

22. Regarding claims 40, Salama together with Gutman taught AAA server system 
according to claim 39, as described above. Salama further teaches wherein the 
reassignment is in response to a shortage of unassigned logical address at the different 
AAA server (increase/decrease increment size see col. 9 lines 21-31; coL 10 lines 56- 
67; Fig.14). 

23. Regarding claims 41 , Salama together with Gutman taught AAA server system 
according to claim 38, as described above. Salama further teaches 
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estimates a number of logical addresses issuable by the respective AAA server 
in a time period between receiving updating messages (local IP address monitor 840 
monitors local IP address pool utilization and attempts to modify the size or number of 
subnets allocated to a local IP address pool based upon IP address utilization see col.8 
lines 64-67) 

determines, according to the estimation, further subsets of the address pool 
assigned to the respective AAA server (each pool of IP addresses is divided into per- 
remote domain local IP address pools on each edge router that is configured to accept 
PPP sessions from remote users of the remote domain. At 1 10, a determination is made 
regarding whether an IP address from a remote user has been received see col.2 lines 
45-53), and 

transmits to each of the AAA an updating message comprising the determined 
further subset (Whenever an edge router assigns an IP address to a remote user, it 
must insert a route to that user in a routing table designated for the remote domain. This 
update must be propagated to corresponding routing tables in each edge router in the 
networks see coL2 lines 35-40). 

Response to Arguments 

24. Applicant's arguments with respect to claims 20-35 and 38-41 have been 
considered but are moot in view of the new ground(s) of rejection. 
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Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Guang Li whose telephone number is (571) 270-1897. 
The examiner can normally be reached on Monday-Friday 8:30AM-5:00PM(EST). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeff Pwu can be reached on (571) 272-6798. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

September 24, 2007 
Guang LI 
Patent Examiner 

JEFFREY PWU 
SUPERVISORY PATEr4T EXAMINER 




